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WEB APPLICATION AND API PROTECTION

mithrilwaap ¢ la soluzione di Web Application and API Protection di aizoOn in grado di filtrare, registrare e bloccare
traffico HTTP/HTTPS verso un sito o un’applicazione web.

mithrilwaap non € un semplice Web Application Firewall e non si limita a un set di regole ma estende le sue
funzionalita raggiungendo diversi ambiti, quali:

=  Protezione attacchi DDoS

=  Protezione da attacchi Brute-Force

= |dentificazione Bad Bot e Impersonator

= |dentificazione Bot di ultima generazione

= Monitoraggio utilizzo di password presenti in
data breach

= Cache contenuti statici e Always Online

Settings
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Ci&\ \ Rule Set e Moduli specifici per i principali CMS (WordPress, Joomla, ecc...)
Protezione automated threats (vedi OWASP Top 20 Automated Threats)
Protezione da comuni tecniche di attacco (vedi OWASP Top 10)
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WEB APPLICATION AND API PROTECTION

mithrilwaap is cizoOn's Web Application and APl Protection solution capable of filtering, recording and blocking
HTTP / HTTPS traffic directed to a website or a web application

mithrilwaap is not simply a Web Application Firewall since it is not limited only to a set of rules, but it extends its
functionality covering different topics, such as:

= DDoS attack protection

= Brute-Force Attack Protection

. =  Bad Bot and Impersonator identification

"""" = Latest generation Bot identification

= Monitoring of the use of passwords present
in the data breach

= Static content cache and Always Online

Settings
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Rule Sets and Specific Modules for the main CMS (WordPress, Joomla, etc...)
Automated threats protection (see OWASP Top 20 Automated Threats)
Protection from common attack techniques (see OWASP Top 10)
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